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Decision/action requested

This pCR proposes to align the terminology used in SA3 eV2X SI TR 33.836 to the corresponding SA2 normative spec (TS 23.287) 
2
References

[1]
TS 23.287, v1.1.0 (2019-07)

[2]
TR 33.836, v0.2.0 (2019-06)
3
Rationale

The latest version of eV2X TR 33.836 [1] out of SA3 #95bis contains terminology "multicast".  However, it is unclear and misleading, thus this terminology should be avoided for the following reasons:

1. In general, "broadcast" and "multicast" are highly overloaded in multiple different contexts and have different meanings depending on the context.

2. Within the MBMS/eMBMS context, "broadcast mode" and "multicast mode" are defined (TS 23.246).  In this context, "multicast mode" involves membership subscription and management function where the UE announces subscription and the network keeps track of the UE membership for MBMS bearer distribution. On the other hand, "broadcast mode" does not require such management.

3. UMTS MBMS supports both "broadcast mode" and "multicast mode."  However, LTE eMBMS supports the "broadcast mode" only. Thus, in LTE context, use of the term "multicast" is a misnomer.
4. 5G specification on MBMS does not yet exist (it is within the scope of 5G phase 2 in Rel-16, thus currently work in progress). Thus it's unclear whether 5G MBMS will include broadcast and/or multicast mode. Hence, use of term "multicast mode" in 5G context is misleading.
5. LTE V2X stage 2 in TS 23.285 uses the term "multicast" specifically in "IP multicast" context, thus its meaning is sufficiently clear. SA3 specs should stive to provide the same level of clarity.
6. The corresponding normative stage-2 spec for 5G eV2X in TS 23.287 [1] uses the terminology "groupcast" to refer to a mode of communication where a group of UEs communicates over 5G PC5.  In this context, "groupcast mode" is defined in contrast to "broadcast mode" and "unicast mode."  In this sense, "groupcast" is more accurate terminology to characterize the type of communication in 5G PC5.
7. In general network terminology (IEEE 802, IETF), "broadcast" and "multicast" has different meaning from MBMS defined in 3GPP. Also, in RRC, System Information "Broadcast" (SIB) has yet totally different meaning from MBMS "broadcast."

8. Finally, aligning terminology with related SA2 normative spec ("groupcast") has value as it makes the related specifications clearer.
Due to the reasons above, 5G eV2X should avoid the use of "multicast" and should use "groupcast" instead.
This pCR also introduces new requirement texs in clause 5.5.3.
4
Detailed proposal

*** START OF CHANGE ***
5.3
Key Issue #3: Privacy protection for groupcast messages over PC5

5.3.1
Key issue details

KI#9 from TR 23.786 [5] is looking at the support of groupcast for sensor sharing over PC5, and more specifically, at how to prevent privacy issues related to long duration groupcast session, e.g. source L2 ID tracking.

NOTE:
The definition of groupcast is specified in TS 23.287 [4].
5.3.2
Security threats

An adversary that is capable of connecting and linking L2 identities to a real or a long-term eV2X endpoint identity will be able to track and trace the endpoint in space and time. Such trackability and linkability will be an attack on eV2X endpoint privacy.
5.3.3
Potential security requirements

The 5G System shall provide means for mitigating linkability attacks on L2 identities during eV2X groupcast communications.
The 5G System shall provide means for mitigating trackability attacks on L2 identities during eV2X groupcast communications.
5.4
Key Issue #4: Security of identifier conversion in groupcast communication

5.4.1
Key issue details
In TR 23.786 [5], Solution #21 “Group communication enhancement for NR PC5” is selected as the baseline for normative work to address KI #1 “Support of eV2X group communication”. 
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Figure 5.4.1-1: End to end groupcast communication
With reference to Figure 5.4.1-1 as in TR 23.786 [5], the group identifier provided by the application layer will be converted into the L2 ID. In addition, it is stated in TR 23.287 [4] that: “When the group identifier information is not provided by the V2X application layer, the UE determines the destination Layer-2 ID based on configuration of the mapping between service type (e.g. PSID/ITS-AID) and Layer-2 ID”

This conversion/mapping procedure should be secured in terms of privacy and traceability. Unless the conversion is carefully performed, the group membership of specific UEs could be disclosed. For example, attackers might be able to make an inquiry whether any member of certain group are exists in some location.
5.4.2
Security threats
If the Group ID is not securely converted by the application layer, the intruder can link back to UE groupcast memberships. Similarly if the mapping of L2 ID is not securely performed from the V2X services (e.g. PSID/ITS-AID), the attacker may also link back to the privacy parameters in geographical area(s) that require privacy support.
5.4.3
Potential security requirements
5G system shall ensure that the group IDs conversion to L2 IDs are protected from linkability and traceability attacks for eV2X groupcast communications.
5.5
Key Issue #5: Security for setting up groupcast
5.5.1
Key issue details
In TR 23.786 [5], Solution #11 “Solution for unicast or multicast for eV2X communication over PC5 reference point” is selected as the baseline for normative work to address KI #9 “Support of unicast/multicast for sensor sharing over PC5” in this TR. Solution #11 states that “The unicast or multicast communication may need protection at link layer as well.” Clearly security aspect for setting up a unicast or groupcast communication has not been considered. This key issue is about setting up a groupcast communication securely.
NOTE:
In the above paragraph, the directly quoted text from TR 23.786 [5] uses the term "multicast". However, it means "groupcast" as defined in the subsequent normative specification in TS 23.287 [4].
5.5.2
Security threats
Since L2 signaling is used to establish eV2X groupcast with eV2X UEs, an adversary may launch a man-in-the-middle attack on the signalling if the L2 link is not protected.  The eV2X UEs may not be able to receive groupcast information or may be directed to the wrong groupcast information.
5.5.3
Potential security requirements
The 5G System shall provide means for mitigating linkability attacks on L2 identities in eV2X groupcast communications.
The 5G System shall provide means for mitigating trackability attacks on L2 identities in eV2X groupcast communications.

*** END OF CHANGE ***
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